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A  N E C E S S A R Y  E V I L  H A T E D  B Y  E V E R Y O N E .
 

T H E Y ' R E  E I T H E R  T O O  H A R D  T O  R E M E M B E R
O R  T O O  E A S Y  T O  G U E S S .

 
I S  T H E R E  A  S E C U R E  A L T E R N A T I V E ?



T h i s  i s  w h a t  c a u s e s  p e o p l e  t o  h a v e
p o o r  p a s s w o r d  h y g i e n e .  P a s s w o r d
h y g i e n e  r e f e r s  t o  t h e  d e g r e e  t o  w h i c h
a  u s e r ' s  p a s s w o r d s  a r e  s e l e c t e d  a n d
m a n a g e d  a c c o r d i n g  t o  b e s t  p r a c t i c e s .

P o o r  p a s s w o r d  h y g i e n e  s u c h  a s
r e l y i n g  o n  w e a k  p a s s w o r d s  o r  r e u s i n g
t h e m  a c r o s s  s e v e r a l  l o g i n s  i s  b a d .  W e
a l l  k n o w  t h a t .

B u t  i t ’ s  l i k e l y  t h a t  s o m e o n e ,
s o m e w h e r e  i n  y o u r  b u s i n e s s  i s  r e l y i n g
o n  a  w e a k  o r  r e u s e d  p a s s w o r d  t o
p r o t e c t  t h e i r  a c c e s s  t o  a  c r i t i c a l
s y s t e m .



O v e r  8 0 %  o f  h a c k i n g  R e l a t e d
b r e a c h e s  w e r e  r e l a t e d  t o
p a s s w o r d  i s s u e s  i n  2 0 1 9 .

I T ' S  A  R I SKY
BUS INESS  DEC ION

S R C :  2 0 1 9  V E R I Z O N  D A T A
B R E A C H  I N V E S T I G A T I O N S

R E P O R T



A  p a s s w o r d  m a n a g e r  w i l l  c r e a t e  a n d
s a v e  u n i q u e ,  c o m p l e x  p a s s w o r d s  f o r
e a c h  s i t e  y o u  u s e .  W h e n  y o u  
l o g i n ,  i t  w i l l  a u t o m a t i c a l l y  f i l l  i n  t h e  
l o g i n  b o x e s  f o r  y o u .  T h e s e
a p p l i c a t i o n s  w o r k  o n  y o u r  c o m p u t e r
a n d  p h o n e .

A  p a s s w o r d  m a n a g e r  i s  s i m p l e  a n d
e a s y .  O n c e  i t ’ s  s e t  u p ,  y o u  o n l y  n e e d  
t o  r e m e m b e r  y o u r  m a s t e r  p a s s w o r d .

S o m e  e x a m p l e s  o f  p a s s w o r d
m a n a g e r s  a r e  L a s t P a s s ,  D a s h l a n e ,  a n d
K e e p e r .  W e ' l l  e x p l a i n  i n  d e p t h  w h i c h
m a n a g e r  i s  b e s t  f o r  y o u  l a t e r  i n  t h e
b o o k .  F o r  n o w ,  l e t ' s  l o o k  a t  t h e
b e n e f i t s  o f  a  p a s s w o r d  m a n a g e r .



W h a t  a r e  t h e  b e n e f i t s  o f
u s i n g  a  p a s s w o r d  m a n a g e r ?  

A u t o g e n e r a t e s  u n i q u e ,  c o m p l e x
p a s s w o r d s  w h i c h  a r e  v i r t u a l l y
i m p o s s i b l e  t o  g u e s s

A  g o o d  p a s s w o r d  m a n a g e r  w i l l
s y n c  a c r o s s  o p e r a t i n g  s y s t e m s
a n d  b r o w s e r s .  T h a t  m e a n s  i f  y o u
u s e  W i n d o w s  f o r  w o r k ,  b u t  h a v e
a n  i P h o n e ,  i t ’ s  n o  w o r r y .

I t  c a n  h e l p  t o  p r o t e c t  y o u r
i d e n t i t y .   B y  u s i n g  u n i q u e
p a s s w o r d s  a c r o s s  e v e r y  a c c o u n t ,
y o u  s e g m e n t  y o u r  d a t a .  I f  o n e
a c c o u n t  i s  b r e a c h e d ,  i t ’ s  h i g h l y
u n l i k e l y  o t h e r s  w i l l  b e .



W h a t  a r e  t h e  b e n e f i t s  o f
u s i n g  a  p a s s w o r d  m a n a g e r ?  

I t  c a n  a l e r t  y o u  t o  r i s k .  I f  y o u  l a n d
o n  a  f a k e  w e b s i t e  y o u r  p a s s w o r d
m a n a g e r  w o n ’ t  a u t o f i l l  y o u r  d a t a
b e c a u s e  i t  w o n ’ t  r e c o g n i z e  t h e  s i t e
a s  b e i n g  v a l i d .

S o m e  p a s s w o r d  m a n a g e r s  s c a n  t h e
d a r k  w e b  t o  m a k e  s u r e  y o u r
c r e d e n t i a l s  h a v e n ’ t  b e e n  l e a k e d

M a n y  p a s s w o r d  m a n a g e r s  o p e r a t e  a
z e r o - k n o w l e d g e  a p p r o a c h ,  w h i c h
m e a n s  y o u r  d a t a  i s  e n c r y p t e d
b e f o r e  i t  l e a v e s  y o u r  d e v i c e .



But ,  l ike  all
good th ings ,

there  are
drawbacks .



W h a t  a r e  t h e  r i s k s  o f  u s i n g
a  p a s s w o r d  m a n a g e r ?  

A l l  y o u r  s e n s i t i v e  d a t a  i s  i n  o n e
p l a c e ,  p r o t e c t e d  b y  o n e  m a s t e r
p a s s w o r d .

I t ' s  p o s s i b l e  c y b e r  c r i m i n a l s  c o u l d
g e t  h o l d  o f  y o u r  m a s t e r  p a s s w o r d ,
f o r  e x a m p l e  i f  y o u  h a d  m a l w a r e  o r  a
k e y b o a r d  l o g g e r  w a t c h i n g  w h a t  y o u
d o .  

Y o u  d e f i n i t e l y  n e e d  t o  u s e
b i o m e t r i c s  o r  m u l t i - f a c t o r
a u t h e n t i c a t i o n  ( M F A ,  w h e r e  y o u  u s e
a  s e p a r a t e  d e v i c e )  t o  p r o v e  i t ’ s  y o u .

I f  y o u  f o r g e t  y o u r  m a s t e r  p a s s w o r d ,
i t ’ s  d e l i b e r a t e l y  d i f f i c u l t  t o  r e s e t  i t



N o w  t h a t  y o u  k n o w  t h e  b e n e f i t s
a n d  r i s k s  o f  p a s s w o r d  m a n a g e r s
i n  g e n e r a l ,  i t ' s  t i m e  t o  l e a r n  t h e
t h r e e  ( 3 )  m a i n  t y p e s  o f  m a n a g e r s
a v a i l a b l e  a n d  t h e i r  p r o s  a n d  c o n s .

T h e  m a i n  t y p e s  a r e :

B r o w s e r
B a s e d

C l o u d
B a s e d

D e s k t o p
B a s e d



T h i s  i s  t h e  p a s s w o r d  m a n a g e r  t h a t ’ s
b u i l t  i n t o  y o u r  b r o w s e r  s u c h  a s
C h r o m e ,  E d g e ,  a n d  S a f a r i .  B r o w s e r -
b a s e d  p a s s w o r d  m a n a g e r s  a r e  f r e e
a n d  e a s y  t o  u s e ,  b u t  t h a t ’ s  w h e r e  t h e
b e n e f i t s  e n d .  

T h e y ’ r e  n o t  a  s o l u t i o n  w e ’ d
r e c o m m e n d ,  e s p e c i a l l y  f o r  a  b u s i n e s s .
T h e y  o n l y  w o r k  w i t h i n  t h e i r  o w n
b r o w s e r ,  s o  i f  y o u  w i s h  t o  c h a n g e  t o
a n o t h e r ,  y o u  e i t h e r  h a v e  t o  e x p o r t
y o u r  d a t a  o r  s t a r t  o v e r .  T h e y  a r e
l i m i t e d  i n  t h e i r  u s e  o v e r  m u l t i p l e
d e v i c e s .

B r o w s e r  B a s e d



T h e s e  p a s s w o r d  m a n a g e r s  s t o r e
e v e r y t h i n g  i n  t h e  c l o u d .  T h e y ’ r e  s a f e r  t h a n
b r o w s e r - b a s e d  a l t e r n a t i v e s  a s  t h e y  c o m e
w i t h  f e a t u r e s  t o  e n h a n c e  s e c u r i t y .

F i r s t l y ,  t h e y  p r o v i d e  a  b a c k u p  o f  y o u r
v a u l t ,  m e a n i n g  y o u r  d a t a  i s n ’ t  l o s t  i f  y o u r
d e v i c e  i s .  C l o u d - b a s e d  p a s s w o r d  m a n a g e r s
a l s o  l e t  y o u  s t o r e  o t h e r  s e n s i t i v e  d a t a ,  l i k e
c r e d i t  c a r d  d e t a i l s  a n d  s e c u r e  n o t e s ,
g i v i n g  a n  a d d i t i o n a l  l e v e l  o f  d a t a
p r o t e c t i o n .  

T h e y  c a n  d e t e c t  w e a k  a n d  r e u s e d
p a s s w o r d s  a n d  g e n e r a t e  n e w  s t r o n g e r
o n e s .  

C l o u d  B a s e d



S o m e  w i l l  e v e n  r u n  c h e c k s  t o  m a k e  s u r e
y o u r  d a t a  h a s n ’ t  l e a k e d .  Y o u ’ r e  a l s o  a b l e
t o  s h a r e  s e c u r e  d a t a  e a s i l y ,  w i t h  c o -
w o r k e r s  o r  f a m i l y  f o r  i n s t a n c e ,  e v e n  i f  

A n d  c l o u d - b a s e d  p a s s w o r d  m a n a g e r s
h a v e  t h e  b e n e f i t  o f  w o r k i n g  a c r o s s
m u l t i p l e  b r o w s e r s ,  o p e r a t i n g  s y s t e m s ,
a n d  m o b i l e  d e v i c e s .  Y o u  d o n ’ t  h a v e  t o
t h i n k  a b o u t  a n y t h i n g  –  y o u r  p a s s w o r d
m a n a g e r  j u s t  w o r k s .

C l o u d  B a s e d



D e s k t o p - b a s e d  p a s s w o r d  m a n a g e r s  c a n  b e
t h e  s a f e s t  t y p e ,  b u t  t h a t  a l l  d e p e n d s  o n
h o w  s e c u r i t y  c o n s c i o u s  y o u  a n d  y o u r  t e a m
a r e .  

J u s t  b e c a u s e  s o m e t h i n g  i s  t h e  s a f e s t
o p t i o n ,  d o e s n ’ t  n e c e s s a r i l y  m e a n  i t ’ s  t h e
b e s t  o p t i o n  f o r  y o u r  b u s i n e s s .

T h e s e  s t o r e  d a t a  l o c a l l y  o n  o n e  o f  y o u r
d e v i c e s .  A n d  t h a t  d e v i c e  d o e s n ’ t  h a v e  t o
b e  c o n n e c t e d  t o  t h e  i n t e r n e t .  T h a t ’ s  a
b e n e f i t  b e c a u s e  i t  m e a n s  t h e  c h a n c e s  o f  i t
b e i n g  b r e a c h e d  a r e  l o w e r .

D e s k t o p  B a s e d



I f  y o u  u s e  a  b i o m e t r i c  l o g i n  f o r  y o u r
m a s t e r  p a s s w o r d  y o u ’ l l  b e  e v e n  s a f e r  f r o m
r a r e - b u t - r i s k y  k e y b o a r d  l o g g e r  a t t a c k s
( t h i s  i s  w h e r e  m a l i c i o u s  s o f t w a r e  s e c r e t l y
r e c o r d s  e v e r y t h i n g  y o u  t y p e  i n t o  y o u r
c o m p u t e r ) .  

T h e  d o w n s i d e  t o  d e s k t o p - b a s e d  p a s s w o r d
m a n a g e r s  i s  t h a t  y o u ’ l l  n e e d  t o  m a k e  s u r e
y o u  t a k e  y o u r  o w n  r e g u l a r  b a c k u p s  o f  y o u r
d a t a  a n d  v a u l t .  O t h e r w i s e ,  i f  y o u r  d e v i c e
b r e a k s  b e y o n d  r e p a i r  o r  i s  s t o l e n ,  y o u r
v a u l t  i s  g o n e .  A n o t h e r  i s s u e  i s  t h a t  y o u
c a n ’ t  a c c e s s  y o u r  p a s s w o r d s  f r o m  o t h e r
d e v i c e s ,  a n d  s h a r i n g  c a n  b e  d i f f i c u l t  t o o .

D e s k t o p  B a s e d



ARE  PASSWORD MANAGERS  
SAFE?  



T h e  a n s w e r  i s . . .
 Y E S .  

 
A l t h o u g h  t h e r e  h a v e  b e e n  b r e a c h e s  i n  t h e
p a s t ,  m o s t  p r o f e s s i o n a l  p a s s w o r d
m a n a g e r s  h a v e  a n  o u t s t a n d i n g  r e c o r d .  

I f  y o u  a n d  y o u r  t e a m  a l w a y s  f o l l o w
p a s s w o r d  m a n a g e r  b e s t  p r a c t i c e  –  m o r e  o n
t h i s  l a t e r  –  y o u ’ l l  b e  h i g h l y  p r o t e c t e d  f r o m
c r e d e n t i a l  t h e f t .  

P r e m i u m  p a i d - f o r  s e r v i c e s  o f f e r  a  l o t  m o r e
p r o t e c t i o n ,  t o o .  T h e r e  a r e  m o r e  f e a t u r e s
y o u  c a n  t a k e  a d v a n t a g e  o f  f o r  b e t t e r
u s a b i l i t y ,  a d d i t i o n a l  s e c u r i t y ,  a n d  s a f e
s h a r i n g …  a l l  o f  w h i c h  a r e  r e a l l y  i m p o r t a n t
f o r  b u s i n e s s  u s e .



Password 
Best  Pract ices



T h e r e ’ s  l i t t l e  p o i n t  i n  u s i n g  a  p a s s w o r d
m a n a g e r  i f  y o u  d o n ’ t  c a r e  a b o u t  p a s s w o r d
b e s t  p r a c t i c e .  I f  y o u ’ r e  n o t  o n  t o p  o f  t h i s
a l r e a d y ,  m a k e  s u r e  y o u  a n d  y o u r  e n t i r e
t e a m  a r e  d o i n g  a l l  t h e  r i g h t  t h i n g s  t o  k e e p
y o u r  b u s i n e s s  a n d  i t s  d a t a  s a f e .  F i r s t  a n d
m o s t  i m p o r t a n t l y ,  e v e r y o n e  –  a n d  w e  m e a n
E V E R Y O N E  –  i n  y o u r  b u s i n e s s  s h o u l d  d o
r e g u l a r  c y b e r  s e c u r i t y  t r a i n i n g .  I n c l u d i n g
y o u .

T h i s  m a k e s  s u r e  a l l  y o u r  p e o p l e  a r e  a w a r e
o f  t h e  u p - t o - d a t e  r i s k s  t o  y o u r  b u s i n e s s
a n d  i t s  d a t a .  I t ’ l l  h e l p  t h e m  s t a y  s a f e
p e r s o n a l l y ,  a s  w e l l .  Y o u r  p e o p l e  a r e  y o u r
f r o n t l i n e  d e f e n s e  a g a i n s t  c y b e r - a t t a c k s ,  s o
i t  r e a l l y  i s  e s s e n t i a l  t h a t  t h e y ’ r e  a r m e d
w i t h  t h e  r i g h t  t o o l s  a n d  k n o w l e d g e  t o  h e l p
p r o t e c t  t h e  b u s i n e s s .  



I f  y o u r  p e o p l e  a r e n ’ t  f o l l o w i n g  b e s t
p r a c t i c e ,  i t  d o e s n ’ t  m a t t e r  h o w  g r e a t  t h e
s e c u r i t y  t o o l s  y o u  u s e  a r e ,  y o u ’ l l  n e v e r  b e
a s  s a f e  a s  y o u  s h o u l d  b e .

N e x t ,  m a k e  s u r e  e v e r y o n e  o n  y o u r  t e a m
u s e s  a  p a s s w o r d  m a n a g e r  s u p p l i e d  b y  t h e
b u s i n e s s  ( a n d  n e v e r  t h e i r  o w n ) .  T h i s  w i l l
g i v e  y o u  h u g e  c o n t r o l  o v e r  w h a t  h a p p e n s
t o  y o u r  d a t a  w h e n  t h e y  l e a v e .  

T h i s  i s  e s p e c i a l l y  i m p o r t a n t  i f  y o u r  t e a m
w o r k  r e m o t e l y  o r  t a k e  c o m p a n y  d e v i c e s
h o m e .  D o n ’ t  e v e r  r e u s e  p a s s w o r d s ,  e v e n  i f
y o u ’ r e  u s i n g  a  p a s s w o r d  m a n a g e r .  Y o u
s h o u l d  m a k e  s u r e  p a s s w o r d s  a r e  l o n g  a n d
c o m p l e x .  T h e y  c a n  b e  r a n d o m l y  g e n e r a t e d
b y  m o s t  p a s s w o r d  m a n a g e r s ,  a n d  t h i s  w i l l
g i v e  y o u  t h e  h i g h e s t  l e v e l  o f  s e c u r i t y .



PASSWORD MANAGERS
W h i c h  o n e  s h o u l d  y o u  u s e ?



L a s t P a s s

Pros Cons

Bottom Line

Cloud-Based

Free trial available

Unlimited passwords

Automatically syncs between all devices

Form Autofill (Automatically fills out logins,
credit card info, and other forms)

Dark Web Monitoring with paid plans (Monitors
third-party data breaches)

Compatible with most internet browsers and
operating systems (Not compatible with Linux)

Intuitive interface

Can share multiple passwords with Family,
Team, and Enterprise plans  

Reportedly poor customer service

Only free for one device

Somewhat costly paid plans

No easy way to import databases

Emergencies assess only for paid plans

LastPass's free plan is not robust enough for
most businesses. This is mainly due to their one
device limit and lack of emergency access.

If you choose to go with LastPass, we
recommend choosing their one of their
business plans and doing a free trial to explore
the service before making your final decision. 



D a s h l a n e

Pros Cons

Bottom Line

Cloud-Based

Free trial available for Team plan

Unlimited passwords

Automatically syncs between all devices

Form Autofill (Automatically fills out logins,
credit card info, and other forms)

Dark Web Monitoring with paid plans (Monitors
third-party data breaches)

Offers password history, 2FA, and personalized
security alerts with free plan

Intuitive interface

Can share passwords with free plan

Premium users get unlimited VPN

We'd highly recommend giving Dashlane a try.  

They have earned PC Mag's Editor Choice
Award for their advanced features and overall
ease of use. Not only that, but they have also
won Apple's App Store Editor's Choice and
Google Play's Best App award. 

Only free for one device

Costly paid plans



K e e p e r

Pros Cons

Bottom Line

Cloud-Based

Because of Keeper's lack of features for free
plans we will be reviewing the pros of Keeper's
business plan.

Keeper is the clear winner when it comes to
features and price even considering their
lackluster free plan. Their business plan is only
$3.75 per user/ per month. 

Keeper has also won PC Mag's Best of the Year
2022 award as well as U.S News 360 2021
Review.

Only free for one device

Free plan lacks many features

Offers price matching for quotes from
competitors

Encrypted vault for every user

Unlimited Devices

When you buy Keeper Business, each team
member gets a free Keeper Family Plan
Autofill passwords

Training and support

Security Audit and Reporting

User Activity Reporting

Two-Factor Authentication

Retains a full history of passwords and files

Secure password sharing and inheritance

https://www.keepersecurity.com/free-family-accounts-for-business.html


P r i c i n g

L a s t P a s s D a s h l a n e K e e p e r

Here's a breakdown of the pricing for each service's business plan:

$4.50
per user / month

billed annually
 

$54 per year
 

$96 per year
 

$45 per year
 

$8
per user / month

billed annually
 

$3.75
per user / month

billed annually
 



M a s t e r  P a s s w o r d
Once you've chosen a password manager for your organization, each user will
need to create a master password. This is the password that allows you to log
in to your password manager. 

For this password, it should be easy to remember, but hard to guess. We
recommend a phrase in which you take the first letter of each word and use
that as the letter portion of your password. For example, "Neon Blue Palm
Trees Are Rare There Are Only 2" would become "Nbptartao2". 

Imagine if you had to remember a password like that for every website,
application, and device? 

That's why we highly recommend a password manager, to make your life
easier and more secure. 



Thank  you for
read ing !


